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Agenda Security Services is proud to be spon-
soring this major industry event, which takes 
place in London on Wednesday 17th October 
2007 in London.  The UK’s only pre-employ-
ment vetting and screening conference, it is 
a ‘must-attend’ for all HR, personnel, recruit-
ment, security, investigations, screening and 
risk professionals. 

As part of our sponsorship, we will be giving 
a presentation on the issue of “Implement-
ing employee screening policies to minimise 
criminal and terrorist threats.” In addition 
we will be supporting the conference with 
an exhibition stand. If you plan to attend the 
conference you are welcome to come and 
discuss your screening requirements with us 
personally.

Other highlights of the day include presen-
tations on legislative guidelines, balancing 
screening with business objectives, global 
screening issues, drug and alcohol screening, 
screening of current employees and issues 
around screening of agency or contracted-
in staff. Lastly there will be a session on 
minimising the risk of identity fraud and data 
security breaches.  In short, this is a ‘can’t miss’ 
conference for anyone interested in current 
screening best practice.   

For further information visit www.bfi .co.uk

Introduced in 2006, the HMG Baseline 
Personnel Security Standard documents is-
sues around the effective screening of new 
employees and reducing the risk of terrorist 
infi ltration. The guideline makes specifi c best 
practice recommendations for the robust pre-
employment screening of new employees into 
Government positions. 

    

Agenda Sponsors the 11th Annual 
Employee Vetting & Screening 
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September 2007

Prefer An Electronic 
Copy Of Security Now?
We are getting more and more requests to send 
out an electronic version of the newsletter please 
forward your email address to 

info@agenda-secruity.co.uk

This old chestnut has been doing the rounds for years and no matter 
how many times the issue is raised, when disaster strikes business 
are left unable to meet their clients’ needs. The recent fl ooding in 
various parts of the country that left many businesses stranded and 
unable to continue, even after the water had receded, is an excellent 
case in point.

Why does this situation continue to occur in this day and age 
when business continuity is a pre-requisite for all companies and 
organisations? 

One possible theory is that too many businesses rely on the ‘head 
in the sand’ approach or feel it will never happen to them.  When 
looking at business continuity you should consider the following as 
a minimum:

1. How does your company function?  A simple question but just 
ask it of yourself and see how many different issues you come up 
with.  These will include staffi ng, materials, equipment, and essential 
procedures just to keep the business functioning.
 
2. How about your suppliers and clients?  Would your business suffer 
if they could not contact you for a full 24 hours during the normal 
working week?  

3. Location, location, location!  This not only covers the buildings 
but also equipment.  Can you continue to operate if you cannot gain 
access to your building even if the problem is not related to your 
specifi c property?  It may be there is major incident in your location 
and access has been restricted.  Your premises are only affected due 
to the access controls but your business stops!

BUSINESS CONTINUITY MANAGEMENT PLANNING.
Because it could happen to you!

The courts have generally considered ‘outside the scope of em-
ployment’ as narrow, with employers having been found liable for 
certain criminal acts of their employees. For instance, if the job dealt 
with access to an employee’s personal belongings, then this could 
result in the employer being liable for theft. 

And what of the employer’s general duty towards the employee? 
As part of the recruitment process, the employer is obliged to make 
all necessary enquiries as to the integrity of any employee who is 
to be placed in a position of trust. Failure to make such enquiries 
could render the employer liable, for example, for not checking 
for a criminal record. 

If you are an employee, you also have a duty of care. Even if you 
thought the employer would have given permission for the removal 
of any property you may still fi nd yourself on the wrong side of the 
law.



Counter-Extremism Conference A Huge Success 
Attended by over 260 delegates, the annual National Animal Rights 
Extremism Stakeholders Conference held in May was a huge success. 
The event was superbly organised by Superintendant Steve Pearl and his 
team from the National Extremism Tactical Coordination Unit (NETCU). 
The line up of presenters was both impressive and informative with 
Steve Pearl opening the meeting and outlining the plan for the rest of 
the day.

The Government’s view
The fi rst speaker was Vernon Coaker the Parliamentary Under Secretary 
of State who gave the Home Offi ce/Government perspective.  It was 
good to see the same minister in place for the last two years indicating 
not only continuity of service but also continuity of support.  Ongoing 
political and fi nancial support is essential in managing the animal rights 
extremist threat and ensuring that the work of NETCU (Prevention) 
in concert with NPIOU (Intelligence) and NDET (Enforcement) can 
continue as effectively as it has in tackling the animal rights extremist threat 
in recent years.  It was pleasing to hear Vernon confi rm Government 
support for research and perhaps more importantly its commitment to 
stopping illegal activities against individuals and organisations.

Exploiting the power of technology
With this ever-increasing uptake of technology as a means of furthering 
their cause, it will come as no surprise that some AR groups and 
individuals are turning their skills into weapons of protest. The recent 
prosecution and conviction of 4 defendants in the Gladys Hammod 
case highlighted the role that computers and technology played in the 
campaign against the Hall family. The police seized over 20 computers 
during the investigation and worked hard to pull information from them. 
Encryption makes this forensic work very diffi cult and AR activists are 
increasingly adept at using this kind of technology to thwart investigations. 
On one laptop, investigators discovered personal details of the Halls, 
their families, friends and employees plus research of birth, marriage 
and death certifi cates.

Strategy for tackling the extremist threat
Anton Setchell, Assistant Chief Constable spoke next and went into 
detail about the UK strategy to tackle the extremist threats, noting 
several key successes including 90 individuals that are under investigation.  
He suggested that there were less than 40 key players in the UK and 
outlined the recent Operation Achilles initiative, which involved the early 
morning arrest of 34 individuals including some high profi le activists.  The 
operation involved 750 police, 132 search warrants and collected over 
8000 exhibits, 50 computers and 150 mobile phones.  He is concerned 
that as the animal rights threat is contained we may be seeing other 
domestic extremism threats coming to the fore such as environmentalists, 
ID card protestors, Green peace, anti-nuclear, global warming and GM 
crops campaigners.  
research. 

Specialist CPS activities
Carmen Dowd is the Head of the Special Crime Division of the Crown 
Prosecution Service.  This specialist group was set up in 2005 to support 
NDET and to take the lead in specialist cases such as animal rights 
extremism.  They will have a national casework coordinator to assist in 
the management of the prosecution.  They are also putting out advisory 
materials to other CPS groups, for example regarding unlawful street 
collections to ensure a uniform approach to the issue across the UK.   They 
are also looking at special measures to protect witnesses in animal rights 
extremism cases such as the use of pseudonyms and screened areas.

National Animal Rights Extremism 
Stakeholders Conference May 2007

SIA Licence Training Is Not The Only Training
Your Security Staff Require

The American experience
Jacquie Calhan the President of the Americans for Medical Progress 
(AMP) gave the USA, she that animal rights activists in the USA are 
copying UK extremist tactics at an ever increasing pace, primarily due 
to the sharing of information over the Internet. She also highlighted that 
anti groups are well funded, People for Ethical Treatment of Animals 
have a budget of $15.8 Million, the Humane Society of the United 
States has $53.8 Million and the AMP has $250,000 in comparison.  
The USA animal right movement is quite fragmented, there are over 
250 groups and typical tactics include violence and protests, media and 
outreach (class rooms) and policy (legislation/litigation).  The number 
of activities each year was shown to be increasing rapidly in contracts 
with the UK.

The crucial role of research
The importance Professor Dominic Wells from Imperial College London 
spoke with great enthusiasm about his research and how it could assist 
greatly in a specifi c muscle wasting disease that affects up to one in six 
male children.  He was also confi dent that the environment in the UK 
through increased police activity and a more positive government and 
media makes it easier now for researchers to stand up and talk about 
the important work that they do.

From Pharma to Farmer
Supporting the idea that animal rights groups are moving into different 
areas was Terry Jones from the National Farmers Union explained how 
his members were reporting an upward trend in animal rights attacks 
which goes against the current UK trend showing less animal rights 
attacks in the UK generally.  Around 10% of current attacks seem to be 
against farmers. Increases in direct action, live exports and production 
motivated retail activity have been seen.  He outlined the sad case of 
one farmer who sold up following an infi ltration by VIVA in March 2007.  
He reported a switch from Pharma to Farmer, from research to badger 
culls, live exports, and GM crops.   

A multi-strand government strategy
Vic Hogg, Director of Policing Policy and Operations for the Home Offi ce 
explained the government’s fi ve strands aimed at eradicating the animal 
rights extremist activities. They are law enforcement, disruption, industry 
resilience and the re-engagement of suppliers to the industry e.g. banks, 
communications.  The fi nal strand is the international perspective and 
there is ongoing cross border collaboration on the animal rights extremist 
issue and specifi c meetings with the Dutch and German embassies.  

Moving forward
David Smith, Director working for the Department for Trade and 
Industry explained that we have seen great progress including the July 
2006 Government report on Protecting People from Animal Rights 
Extremists and the introduction of the Serious Organised Crime and 
Police Act.  David highlighted that the Act has been written in such a 
way that it can be amended to include both different types of tactics 
and attacks against different groups.    
Anton Setchell closed the meeting and warned that we must avoid 
complacency and that they will continue to work to eradicate or at 
least control extremism.  

For more information about NETCU visit www.netcu.org.uk

Had they taken a different approach, and insisted on training 
and qualifi cations that refl ect every possible aspect of the du-
ties of those employed in the industry, they would have run 
the risk of people receiving too much training irrelevant to their 
role or assignment, or having to develop a wide range of sepa-
rate qualifi cations for the equally wide range of different security 
roles. As it is, they have fi ve different manned guarding qualifi ca-
tions and licences, which some people think is still too many.

The right skills 
The SIA has always stressed that competencies for licensing are not 
the only way to raise standards. Given the limits of what can be 
achieved through compulsory training, this surely makes sense. It 
has always been – and remains – the responsibility of the employer 
to ensure that the additional training provided will equip his staff suf-
fi ciently to act and proceed in a profi cient and professional manner.

Within the ‘In house’ security sector there has been an increase in 
the awareness to train staff in specifi c areas of security appertaining to 
their environment, rather than the licensed sector thinking that once 
staff have completed the SIA course they are trained for everything!

Whichever sector you operate in, ensure that you are operat-
ing within the requirements of the PSIA and that if there is a 
need for additional training to enhance the skills of your staff, 
it is identifi ed and provided.  Security personnel are often at the 
front line representing your organisation, or have to deal with 
situations that require a special skill and understanding; fi rst im-
pressions do count and dealing with a person or incident cor-
rectly can save a lot of trouble or embarassment in the future!

There have been some interesting conversations and discus-
sions at recent events regarding the training and qualifi cations cur-
rently required to gain a Security Industry Authority (SIA) licence.

Comments range from concerns that the training required to obtain 
a licence isn’t suffi cient to satisfy the requirements of the job at hand, 
with employers having to supplement it, through to claims that wide-
spread abuse of the system is occurring (leading to qualifi cations being 
fraudulently obtained).There are reports that people with SIA-speci-
fi ed qualifi cations cannot read, write or speak in English, which brings 
into question not only the competence of the operative to carry out 
their role, but also raises legitimate concerns about how they obtained 
their qualifi cation in the fi rst place. Such issues need to be addressed.

Purpose of licensing 
The licensing of people carrying out many roles in the private security 
industry is compulsory, its key function being to protect members of the 
public. It helps to ensure that only people considered to be ‘fi t and prop-
er persons’ carry out these important roles, and that they have a basic 
level of competence in order to do so. To put it another way, unsuitable 
and incompetent security operatives are a potential threat to the public – 
that is the justifi cation for the Government to intervene with regulation. 

The SIA published the Competency for Licensing Strategy in April 2003, 
and it was last updated in September 2004. They have always made it 
clear that the training required to obtain a licence is not necessarily all 
that’s needed to carry out every security operative’s role. To suggest oth-
erwise would represent a huge challenge for operatives, with so many 
different security roles, sites, assignments and circumstances. Arguably, 
it would also exceed the justifi cation for Government intervention. 

The SIA has worked closely with industry to ensure that its specifi ca-
tions refl ect a meaningful level of achievement, without setting the bar 
so high that it becomes an unjustifi ed intervention in business or pro-
hibitively expensive. This approach has enabled regulation to happen 
within a framework of industry-led, Government-approved qualifi ca-
tions aimed at Level 2. 

Had they taken a different approach, and insisted on training and quali-
fi cations that refl ect every possible aspect of the duties of those em-
ployed in the industry, they would have run the risk of people receiving 
too much training irrelevant to their role or assignment, or having to de-
velop a wide range of separate qualifi cations for the equally wide range 
of different security roles. As it is, they have fi ve different manned guard-
ing qualifi cations and licences, which some people think is still too many
 

Concerns About illegal Work-
ers Could Mean Checking UK 
Applicants Too! 

Concerns about illegal workers could mean checking UK applicants too!  
With an estimated population of over 500,000 illegal immigrants working 
in the UK, the Government plans to punish Organisations that fail to 
ascertain whether an individual has the legal right to work in the UK. 

With fi nes of up to £10,000 employers could even have to check 
passports or birth certifi cates of British-born workers to ensure the 
employees aren’t lying about their legal right to work here.  It also 
pays for organisations to be assured by third party suppliers of temps 
and agency workers right to work in the UK checks, because if the 
person is an illegal worker both the supplier and the organization 
could be fi ned. If you are unsure of the requirements contact 

info@agenda-secruity.co.uk  for free advice.
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This old chestnut has been doing the rounds for years and no matter 
how many times the issue is raised, when disaster strikes business 
are left unable to meet their clients’ needs. The recent fl ooding in 
various parts of the country that left many businesses stranded and 
unable to continue, even after the water had receded, is an excellent 
case in point.

Why does this situation continue to occur in this day and age 
when business continuity is a pre-requisite for all companies and 
organisations? 

One possible theory is that too many businesses rely on the ‘head 
in the sand’ approach or feel it will never happen to them.  When 
looking at business continuity you should consider the following as 
a minimum:

1. How does your company function?  A simple question but just 
ask it of yourself and see how many different issues you come up 
with.  These will include staffi ng, materials, equipment, and essential 
procedures just to keep the business functioning.
 
2. How about your suppliers and clients?  Would your business suffer 
if they could not contact you for a full 24 hours during the normal 
working week?  

3. Location, location, location!  This not only covers the buildings 
but also equipment.  Can you continue to operate if you cannot gain 
access to your building even if the problem is not related to your 
specifi c property?  It may be there is major incident in your location 
and access has been restricted.  Your premises are only affected due 
to the access controls but your business stops!

BUSINESS CONTINUITY MANAGEMENT PLANNING.
Because it could happen to you!

The courts have generally considered ‘outside the scope of em-
ployment’ as narrow, with employers having been found liable for 
certain criminal acts of their employees. For instance, if the job dealt 
with access to an employee’s personal belongings, then this could 
result in the employer being liable for theft. 

And what of the employer’s general duty towards the employee? 
As part of the recruitment process, the employer is obliged to make 
all necessary enquiries as to the integrity of any employee who is 
to be placed in a position of trust. Failure to make such enquiries 
could render the employer liable, for example, for not checking 
for a criminal record. 

If you are an employee, you also have a duty of care. Even if you 
thought the employer would have given permission for the removal 
of any property you may still fi nd yourself on the wrong side of the 
law.

Letter to Editor....
If you have any areas of interest or a particu-
lar subject you would like to read about in a 
future issues of Security Now, please email 
details to:

info@agenda-security.co.uk 

As expected the guidelines are detailed and 
expansive. They provide HR and security 
offi cials who have screening responsibilities 
with excellent advice on how to minimise the 
risks of employing those that do not have the 
organisation’s best interests at heart.    

Agenda Security Services has been working 
closely with a major Government research 
institution to develop screening options and 
compliance across different job types and 
risk level.  

This in-depth knowledge and understanding 
has resulted in Agenda being awarded a major 
Government screening contract.  If you are 
unsure about the requirements of the HMG 
Baseline Personnel Security Standard, please 
contact us and we will provide you with free 
and impartial advice on strategies to introduce 
the requirements of the standard into your 
recruitment and screening practices.  

Send any questions to

info@agenda-security.co.uk

4. Flooding is not only an act of nature, it can occur through poor 
maintenance resulting in the main water pipe bursting and fl ooding 
your server room. Just remember that gravity is a wonderful force 
that results in water always seeking the lowest level.  This requires 
your servers to be placed away from water pipes and at a suitable 
height.

5. Having suffered a crisis, who will deal with it?  Can you expect 
everyone to automatically know what to do?  

Lack of contingency planning is a major cause of business failure. 
Complacency is simply not an option.

Management must take responsibility for ensuring that a current, 
workable and tested continuity plan is in place.  The plan should not 
be another ‘War and Peace” but succinct, documented and available. 
A good place to start is the British Standards Institute from whom 
you can obtain a copy of BS 25999-1 2006 the Code of Practice for 
business continuity and BS 25999-2 2006 the Specifi cation.

Useful websites worth visiting.

www.bsi-global.com/en/Assessment-and-certification-
services/management-systems/Standards-and-Schemes/BS-
25999/ 
www.ogc.gov.uk/documents/PACE_-_BCPG.pdf
www.thebci.org/

If I was to make a bet with everyone reading this article, I confi -
dently predict that I would win! I wager that every one of you has 
taken something from your place of employment, either current 
or past, for your own use, without authority or permission. Be 
honest - I win?

But what if you are the boss? Surely you can take whatever you 
want? Actually, no. The company is a separate entity and even 
though you may be the Managing Director or a senior executive, 
you can still be guilty of theft. A survey of 2,062 offi ce workers 
across a variety of industries conducted by Peninsula, found that 
around 70% of workers admitted to stealing from the workplace 
on more than one occasion. Both employers and employees have 
distinct responsibilities.

An employer has two areas of accountability with regards to theft 
in the workplace: 

1. An employer will be liable for the acts of its employees – known 
as vicarious liability; 

2. An employer also has a general duty towards its employees. 

Vicarious liability means that an employer is liable for the tortious 
acts of its employees, provided those acts are not ‘outside the 
scope of employment’. 

THEFT IN THE WORKPLACE


